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ChatGPT’ing the speech!
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Then (2019) vs Now (2023)
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Putting this session in Context
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But what does “Advanced” mean exactly?
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Practically, what it looks like

Characteristic Brief explanation

Stealthiness
Evade traditional security controls and remain undetected for extended 
periods. They employ various tactics, such as rootkit installations, code 
obfuscation, or encryption, to hide their presence and activities.

Persistence
Establish long-term access to the targeted systems or networks. They 
utilize multiple entry points, exploit zero-day vulnerabilities, or employ 
advanced malware to maintain their foothold and gather sensitive 
information over time.

Advanced 
Malware

Advanced threats employ sophisticated malware, including advanced 
persistent malware, remote access Trojans (RATs), polymorphic 
malware, or zero-day exploits. These malware variants are designed to 
bypass traditional antivirus and intrusion detection systems.

Multi-Staged
Involves multiple stages where each step serves a specific purpose in 
achieving the attacker's objectives. These stages often include 
reconnaissance, initial compromise, lateral movement, privilege 
escalation, data exfiltration, and post-exploitation activities.



7© Fortinet Inc. All Rights Reserved.

What’s changing due to AI?
… or has already changed … ?
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With great power….
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It gets worse
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It’s not all bad, YARA!



11© Fortinet Inc. All Rights Reserved.

Wait! What?
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Never mind…
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More LLM’s popping up! Worm-, Fraud-, Evil-, ….. 
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Getting in: Initial Access Brokers
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How to counter AI attacks
Where are the gaps and how to address them
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Gap Analysis

Traditional tools detection mechanism often not 
behavior based.

AI augmented attacks require detailed (real-time) 
risk analysis

AI augmented attacks require AI defenses

AI augmented (and even traditional ATA’s) required 
an automated response

AI augmented attacks can not always be stopped 
but damage can be limited
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Closing the gap: Behaviour based mechanisms

(Proactive) 
DRP services

• Attack surface 
monitoring

• Brand 
protection

• Adversary 
Centric 
Intelligence

Sandboxing

• Patient-Zero 
detection

• Active payload 
scanning

• URL scanning

NDR

• Traffic 
anomaly 
detection

• Forensics

Deception

• Breach 
detection

• Automated 
response

• Forensics
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Parting thoughts

How relevant or valuable are SOC’s without a 
Fabric approach when speed and accuracy is 

of the essence?

Please do your own research on critial topics 
such as AI. Whilst it’s still a tool, it’s different in 

a sense of its make or break criticality.

Pick the right battles and more importantly, use 
the appropriate tools for it.

Assume breach.
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